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Summary

As a Cybersecurity Specialist, I excel in OSINT, security awareness, and Red Team Engagement. With proven
expertise in optimizing EDR solutions and leading incident responses, I focus on enhancing security, fostering
collaboration, and developing user-centric training. Committed to continuous improvement and global
contributions, my goal is to be a thought leader, safeguarding organizations from cyber threats.

Education

Bayero University Kano Sep. 2018 – March 2024

Bachelor of Science in Cybersecurity Kano, Nigeria

Enterprise Development Centre (EDC) of the Pan-Atlantic University April. 2023

Entrepreneurial and Managerial Lagos, Nigeria

Federal University of Technology Minna October. 2016 – Febuary 2018

A level Degree (IJMB) Niger, Nigeria

Technical Skills and Tools

OWASP Top 10 Reconnaisance Web/API hacking OSINT Leadership BurpSuite Nmap SQLMap Wazuh

Python/ Bash Metasploit GRC Content Creator Management EDR

Experience

Nigerian Communication Satellite Limited December 2022 – July 2023

Cybersecurity Analyst (Intern) Abuja, Nigeria

• Conducted vulnerability assessments and penetration testing to identify and remediate security vulnerabilities using
various security tools.

• I monitored and analyzed security events and incidents to detect and respond to potential threats using SIEM tools.

• I participated in cybersecurity training and awareness programs to educate employees on best practices and promote a
culture of security.

footright, LLC Febuary 2022 – April 2024

Cybersecurity Specialist (Contract) Dallas, Texas, USA

• Work with Businesses and Organization to pinpoint the most critical security flaws

• I collaborate with a team to develop security awareness training programs for organizations

• Conducted simulated social engineering tests for organizations to identify employee vulnerabilities and providing
remediation measures.

Hackerone November 2022 – Present

Security Researcher (Freelance) Dallas, Texas, USA

• I worked with businesses and organizations to identify and resolve security vulnerabilities and weaknesses affecting digital
assets and computer networks.

• I have successfully reported over 15 security vulnerabilities for both private and public programs on HackerOne.

Professional Development

Routine:

• Organize local tech conferences, create content, participate in cybersecurity challenges (CTF), and conduct security
research or training sessions, emphasizing hacking techniques from known vulnerabilities and exploits.

Certificates:

• Google Cybersecurity Professional Certificate (2024).

• Certified AppSec Practitioner (CAP) (2022).

• API Penetration Testing (2023).

Projects

For a comprehensive list of my projects, please visit my Ñ Portfolio

mailto:ahmedbrainard101@gmail.com
https://linkedin.com/in/ahmedfactor/
https://github.com/BrainARD-hub/
https://factsec.netlify.app/
https://factsec.netlify.app/


Leadership / Volunteering

Footright Organization 2022 – Present

Cybersecurity Tutor — Remote Texas, USA

• I conducted interactive cybersecurity tutoring sessions for over 50 students, adapting methods to virtual platforms for
diverse regions.

• I have mentored and guided over 15 students from the beginning of their cybersecurity journey.

AntiScam Working Group ASWG 2023 – Present

Founder Bayero University Kano

• Raising public awareness through educational campaigns to prevent falling victim to scams

• Building collaborations and partnerships with organizations, law enforcement, and industry experts to advocate for
policy changes and regulations to address the root causes of scams and fraud

National Association of Cybersecurity Student NACSS 2023 – Present

Director of Software Nigeria

• I Provide training and development opportunities for members involved in security tools development.

• I create opportunities for student involvement in cybersecrity projects.
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